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• What are quantum technologies?

• What are the implications of quantum computers on security?

• How can we achieve security against quantum computers?
• Post-quantum cryptography
• Quantum cryptography
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Quantum Technologies are Already Part of our Everyday Lifes

Seite 508.11.2023



Quantum Technologies are Already Part of our Everyday Lifes

Seite 608.11.2023



Seite 7

The Second Quantum Revolution: Actively Engineer Quantum Systems
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Quantum computer

Quantum cryptography
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Why are companies interested in quantum computers?
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What does this mean?

Quantum computers are really good at solving certain specific problems

What exactly can they do better?

They need less steps to find the solution

What does this mean for security and cryptography?

Searching
Find prime factors of a number; logarithms

Solving linear equations
Physical simulation?

Optimization?



• What are quantum technologies?

• What are the implications of quantum computers on security?

• How can we achieve security against quantum computers?
• Post-quantum cryptography
• Quantum cryptography
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Cryptography is used for: secret communication

A shared key allows to send encrypted messages

e.g. AES, One-time pad

Alice Bob
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Cryptography is used for: secret communication & authentication

A shared key allows to send encrypted messages & authenticate messages or entities

e.g. SHA
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Cryptography is used for: secret communication & authentication

A shared key allows to send encrypted messages & authenticate messages or entities

How can we obtain a shared key?

e.g. SHA

?

Alice Bob
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Key exchange with public key cryptography

Security bases on mathematical problems which are thought to be
• Easy to calculate for the honest parties
• Hard to invert for an adversary
E.g. multiplying vs. factoring

RSA, (Elliptic Curve) Diffie-Hellman

Alice Bob
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Public key cryptography is also used for electronic signatures & authentication!



Weakened Broken
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Symmetric cryptography

• Encryption with symmetric cipher: 
AES, (DES, 3DES)

• Message authentication with hash function: 
SHA, (MD5)

• Challenge-response authentication with hash
function: 
SHA, (MD5)

Public key cryptography

• Encryption (key exchange) with asymmetric
algorithm: 
RSA, DH, ECDH

• Electronic signature: 
RSA, DSA

• Challenge-response authentication with signature:
RSA, DAS

Effects of quantum computers on cryptography
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Requires a shared key!



How far is the implementation of quantum computers?
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Source: IBM https://www.ibm.com/quantum/roadmap

Needed to break 2048-bit RSA in 8 hours

20’000’000 qubits

Source: https://quantum-journal.org/papers/q-2021-04-15-433/



When do we need to start worrying about quantum computers?
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Mosca’s law: 

If

larger than

then problem!

time

time to change to quantum safe time data needs to remain secure

time until large-scale quantum computers exist

harvest now, decrypt later

Relevant time depends on application:
- secret message
- authentication for e-banking
- electronic signature of a mortgage

hardware lifetime
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Post-quantum cryptography

Base on different mathematical problems

How to do cryptography in the era of quantum computers?

Current project at HSLU (joint with industry

partner essendi xc)

• Implications of post-quantum cryptography on 

certificate management

• Benchmarking post-quantum cryptography from

NIST competition

• Integrating post-quantum cryptography with current

system (change process)

NIST «competition» to solicit, evaluate, and 

standardize quantum-resistant public-key 

cryptographic algorithms

• encryption / key exchange

• Signature

https://csrc.nist.gov/projects/post-quantum-

cryptography
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Post-quantum cryptography

Base on different mathematical problems

Quantum cryptography

Use physical properties to achieve security

How to do cryptography in the era of quantum computers?

Quantum Random 
Number Generation

Quantum Key 
Distribution

08.11.2023

NIST «competition» to solicit, evaluate, and 

standardize quantum-resistant public-key 

cryptographic algorithms

• encryption / key exchange

• Signature

https://csrc.nist.gov/projects/post-quantum-

cryptography
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Quantum cryptography uses properties of quantum physics to achieve security

0° → Photon passes

Alice Bob

08.11.2023 Seite 22



Quantum cryptography uses properties of quantum physics to achieve security

0° → Photon passes
90° → Photon reflected

Alice Bob

08.11.2023 Seite 23



Quantum cryptography uses properties of quantum physics to achieve security

50% 50%

0° → Photon passes
90° → Photon reflected
45° → 50% probability

Alice Bob
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Quantum cryptography uses properties of quantum physics to achieve security

50% 50%

0° → Photon passes
90° → Photon reflected
45° → 50% probability Quantum Random Number Generator (QRNG)

Alice Bob

Changes polarisation direction!
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Quantum cryptography uses properties of quantum physics to achieve security

Observation changes polarization!

Can detect eavesdropper!

Alice Bob
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Quantum key distribution (QKD)

Different type of security: An eavesdropper will be detected

1. Send photons in randomized polarization direction -45°, 0°, 45°, 90°
2. Measure with filter randomized either at 0° or 45°
3. Over classical authentic channel

1. Remove data with non-matching basis
2. Check if eavesdropper present from small random sample of the data
3. Create key from remaining data

Alice Bob
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Needed to implement quantum cryptography

Needed

Direct communication line (optical fiber)

Laser

Beamsplitter

Single photon detector

Not needed

Quantum Computer

Quantum memory

Complicated particle interactions

Commercial QRNG and QKD devices
are being produced today!

But remains secure if
adversary has one!

Alice Bob
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Quantum Random Number Generators Quantum Key Distribution Devices

Source: IdQ https://www.idquantique.com/ 
Samsung Galaxy Quantum 4
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Prerequisites for quantum key distribution Also needed for «classical» 
cryptography!

Authentication 

Information leakage

→ start with small key or combine with «classical» (quantum-safe) authentication protocol

Local randomness → use a quantum random number generator

→ careful integration

Precise devices → post-processing (integrated in commercial device)

Alice Bob
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Current projects at HSLU

• Integration of QRNG

• Fast and verifiable post-

processing algorithms

Transition roadmap: 
1. Quantum random numbers

2. Post-quantum algorithms

3. Quantum key distribution
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Practical challenges

Optical fibre: point-to-point connection → secure network, key management?

Denial of service → fallback mechanisms

Fully secure system → integration into encryption protocol
08.11.2023

Current projects at HSLU

• Combination of quantum

with additional mechanisms

s.t. the system is secure if

either condition holds



QUANTUMLAB
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• Where can we apply quantum / post-quantum cryptography in our company?

• What would this change mean for us from an operational and security perspective? 

• How can the change process be done?

• Can we devise a «hybrid» setup?

• How can we integrate quantum cryptography into our system? (PoCs for QRNG and/or QKD)

• Or any other questions related to security or cryptography ;-)

Come and talk to us if you are interested in the following questions:

Seite 33

HSLU Applied Cyber Security Research Lab: https://www.hslu.ch/en/lucerne-school-of-information-technology/research/applied-cyber-security/
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